C.N.F.A. Biblioteca 06‘81, 51‘

ARCHIVO PUBLICACICNMIS

MO ARt IAEA-CN-39/4

A | AS¥

CRITICAL VIEWS ON THE APPLICATION
OF SOME METHODS FOR EVALUATING
ACCIDENT PROBABILITIES AND CONSEQUENCES

D. BENINSON

Comision Nacional de Energfa Atémica,
Buenos Aires,

Argentina

B. LINDELL

National Institute of Radiation Protection,
Stockholm,

Sweden

Absiract

CRITICAL VIEWS ON THE APPLICATION OF SOME METHODS FOR EVALUATING
ACCIDENT PROBARILITIES AND CONSEQUENCES.

The mathematical expectation of consequence (also referred to as the detriment) is
often used as a measure of the potential impact of a source of risk. Boundary curves such as
those used in Farmer diagrams may be used to indicate the non-acceptability of certain
foreseen risks, for which the detriment exceeds a preset limit. These curves must not be
confused, as sometimes happens, with probability density functions expressing the accident
probability within differential intervals of consequence. Another useful way of presenting
probabilities and consequences, used in many saféty assessments, is to present the complement
of the cumulative distiibution, i.2. the probability that the consequence will exceed given
valuss. Tha intacratinn of this function gives the detriment. At very low prouabilities, the
detriment (the product of the low protability and the consequence) wiil lose 1ts usefuiness
as a basis for decision-making. It is then no longer a central measure of the distribution and,
in addition, the uncertainty of the detriment becomes too large to make it meaningful, even
if the probability as such could be estimated by safety assessments with an accurate degree of
certainty.

1. INTRODUCTION

This paper is not intended to present new concepts or
methods. On the contrary, those who are experts in statistics

and probability theory will find it elementary and perhaps some-
what naive.

It is tne experience of the authors, however, that physi-
cists and engineers engaged in assessments of accident probabi-
1i.ties and consequences sometimes misuse or misunderstand quan-—
tities, concepts and procedures which are quite legitimate if
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326 BENINSON and LINDELL

properly used. Reports on such assessments are therefore too of-
ten confusing to readers who wish to familiarize themselves with
the subject without having to strdy the basic foundations.

The purpose of this paper is to point to the most common
sources of misunderstanding. The fact that concepts and methods
are sometimes misused, however, does not imply that accident
"risks" are over- or underestimated. The only implication is
that they are not always well understood.

2, THE CONCEPT OF RISK

The English word "risk" has the double meaning of the
rature of a harmful event and the probability of the event. If
the probability of the event to occur within a specified period
of time (1) is P(1) and the consequence of the event, if it
occurs, is Q, the mathematical expectation of consequence is
E(Q) = P(1)-Q. Unfortunately, some studies have also used the
word "risk" for this quantity, unnecessarily giving the word
three different meanings.

To avcid confusion, the word "risk'" should not be used

when a specific interpretation is essential, but may be used
when referring to random harmful events in a general sense. The
appropriate words for the relevant quantities would be:

Period of risk (e.g. the life-time
of a nuclear reactor): T

Probability of a harmful event (i)

to occur within that period: Pi(r)
Consequence of the event (i), ZIf
it occurs: Qi

Mathematical expectation of con-
sequence from event (i) over the
time period (1): Ei(Q) = Pi(T)°Qi

If p(t) is the probability density over time (dP/dt), the
probability P(t) over a specified period of time /1) will be

T
P(1) = [ p(t) dt
0

The concept "event'" may need some explanation. In this
paper, an event (i) is synonymous with the occurrence of a par-
ticular consequence (Q.), which by fault-tree analysis may be
shown possible to be cdused by any of a number of initiating in-
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cidents. It would also be meaningful, although we have not
done so, to let "event'" mean some such initiating incident.

In that case, no distinct consequence Q. would be unequi-
vocally linked to the event (1). However, event-tree analysis
would show that there is a conditional expectation (Q.) of
consequence, given the initiating incident. Although this
latter meaning of "event" 1s probably more useful in practice,
we have preferred the first definition of event for our pur-
poses in this paper, bacause it will simplify the presenta-
tion of the points we wish to make.

3, USE AND MISUSE OF THE CONSEQUENCE EXPECTATION

In the simple Bernmouillian case of one ''trial', where
the consequence outcome is either zero or a finite value (Ql)
and the probability of the non-zero consequence is P, the
mathematical expectation of consequence is defined as

E(Q =Q = 0-(1-P;) + QP = QP

The standard deviation of Q will be

o = Q Vv Pl(l"Pl)
The coefficient of variation (v.) defined as o /E(Q),
will “hen be Q Q
- T I0) = v L1F,
" Q V”?l(l P) /0P = PlL

Z.e. for Pl<< 1, vQ & 1/Y Pl

In a series of Bernouillian trials, e.g. N identical
trials each of which with a consequence of elther .zero or
Q,, the probability of zero consequence is (1-P ) and tHe
probability of at least Ql in consequence is 1 = (1-P )

In this case the probability of a consequence of mag-

nitude MQ, (Z.e. M "events" out of N :rials) can be calcu-
lated from the Binomial distribution as

Ny ML (N-M
P(MQ)) = () Py (1-P))

For example, the probablllty of a total consequence
of magnitude NQ would be P,. Since the standard deviation
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in the Binomial distribution of events is o = y NP (l_Pl)’
the standard deviation of the consequence in the full series
of trials is = P, (1-P,).
% QV NP (1-P})

The 'trials'" may not only be seen as a repetition in time
(assuming constant probability density over time) but also as
a repetition in space, e.g. with N identical reactors operating
over a given period of time. Therefore, if for similar reactors
P1 is the probability of accident for one reactor within one
yeéar, the expectation of consequence for N reactor-years will
be

E(Q) = NPIQI
1f Ql is the consequence of one accident. It also follows that

GQ = le NPl(l-Pl) S le NP1
v .~ 1/V NP

Q 1 ’

In practice, this is an oversimplification because the

probability of event for one reactor over one year is likely
to vary from year to year and from reactor to reactor. For our
purposes of demonstrating basic principles, however, these va-
riations will be neglected.

The numbers in Table I may serve as an illustration. Accor-
ding to the German reactor safet6 study (the Birkhofer study),
there is a probability of 5.1071 per year and 25 reactors for
an accident that will cause a collective dose of at least
420000 000 man.rem [1]. This is the basis for the numbers in the
table.

With such small propabilities, the standard deviation is
many thousand times larger than the calculated expectation of
consequence. Even if the probability (P) could be assessed to
any desired degree of accuracy, the actual outcome of conse-
quence has a very large inevitable uncertainty, which makes the
precise statement of the mathematical expectation misleading
(in fact, the expectation value will never occur: in the example
the outcome is either zero or 420000 000 man-rem). It should be
added that we have only used the German study as the source of
numbers for our example; the study itself has not fallen into
the trap of misusing the expectation value.

This shows that, at low probabilities, the mathematical
expectation of consequence is not a quantity that can meaning-
fully be used for comparisons, because of its large inherent
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Table I: Example of assessed consequence expectations based on
numbers given in the German reactor safety study.

No. of reactors 1 25 25
No.-of years 1 1 30
No. of reactor.years (N): 1 25 750
Consequence (Q) of the 8

assumed event, man-rem: = =-=——m-———- 4.2:107 ——————mmmmm e

Probability of this con-

sequence for one reactor- -11

year (Pl): ————————————— 2:10 77 mmmemmemm e
Probability over above-

indicated number of -11 -10 -8
reactor-years (P): 2-10 5.10 1.5.10

Expectation of conse-
quence, E(Q) = P-Q,
man.rem: 0.008 0.2 6

Standard deviation, man.rem

9 = Q- VP 1500 10 000 52 000

Coefficient of variabi-
lity

vQ= OQ/E(Q) = 1/VP 220 000 45 000 8 000

uncertainty. Nevertheless, it is not unusual to see reports
which present mathematical expectations of so and sc many
deaths to be compared with actually occurring death rates.

Utility functions for decision-making should therefore not
necessarily be based on a constant value of the product of pro-
bability and consequence. This is the well-known "zero-infinity"-
problem, discussed by Z.a. Page [2] and Rowe [3].
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The situation is quite different at higher total probabi-
lities, as encountered in other areas. There will then be a sig-
nificant probability of more than one event, as described by the
Binomial distribution. Under certain conditions (large number of
identical trials and low probability of event per trial) this
may be approximated by the Potsson distrtbution. In this case,
the probability P(x) of exactly x events over the total period is

X

A
P(X) = ;Te

=\

Here, the parameter A is also the mathematical expectation
of x, Z.e. E(x) or X. In this case, however, A is also very
close to the mode (Z.e. the most frequent value) of the distri-
bution. For such high probabilities that the expectation of con-
sequence is also a frequent outcome, the expectation has a great
practical value. For example, by knowing the expected number of
traffic accidents or cases of various diseases, authorities may
plan remedial actions or hospital resources.

4, CRITERION CURVES FOR A DISCRETE NUMBER Of ACCIDENTS

It is obvious that, in the choice of two accidents with the
same probability, the one with the -mallest conseque':ce should
be preferred. Also, of two accidents with the same consequence,
the one with the lowest probgbility would be preferred. Tt is
therefore easy to understand that it has been natural to use the
product of probability and consequence, Z.e. the expectation of
consequence, in the utility function for decision-making. At high
probabilities, the actual consequence or number of events will
in the long run approach the expectation. It is only at low pro-
babilities that the product of probability and consequence 1is
not necessarily the best utility function and some other mono-
tonous function of the two quantities may be preferred.

For the purpose of decision-making, a criterion curve was
proposed by F.R. Farmer in 1967 [4]. This is a curve combining
all hypothetical points, which in a probability vs. consequence
diagram represent events with one and the same matuematical ex-—
pectation of consequence.

In the special case (of. Fig. 1) where only one single
event is conceivable and known as regards probability and con-
sequence, this curve can be used as the reference to indicate
whether the event has a higher consequence expectation than the
events represented by the criterion curve. In that case, the
point describing the event will fall in the (forbidden) area
above the curve. If the point falls in the area below the curve,
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FIG.1. Criterion curve combining points 0g G
representing events with a given reference
expectation of consequence, E . The FIG.2. Criterion curve in a logarithmic
curve reflects the condition that P- Q is diagram. Consequence in arbitrary units.
constant and equal to E . P. Q=E, =1 (arbitrary units).

the event has a lower consequence expectation than that repre-
sented by the criterion curve and the event may therefore be
acceptable.

In a logarithmic diagram, the criterion curve is a
straight line (¢f. Fig. 2), since

In P = 1n Er - 1n Q

ef
It follows that the slope of this line 1is -1l.

We have already shown that the mathematical expectation
of consequence at low probabilities is rather meaningless be-
cause of the very large Inherent uncertainty of the actual out-
come. This reduces the practical usefulness of the criterion
curve if the main objective is to limit the expectation of con-
sequence. This does not necessarily say that the product P-Q
cannot be used to give some guidance for decisions. However,
most authors agree that at very low probabilities the conse-
quence should be given relatively larger weight, e.g. by using
P-Q" (u>1).

If there is more than one conceivable event, but the num-
ber of events is limited and known, criterion curves may still
be used. In this case, however, the judgement will be obvious
only for those events which are represented by points in the
forbidden area of Figure 1. A set of points (P.|Q.) in the per-
mitted area (e¢f. Fig. 2) may or may not constitutd an accept-
able situation. With a discrete number of events, it is not
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the consequence expectation of any one event but that of all
that is of interest to compare with the criterion that E‘<Erec.
The criterion therefore becomes *

It cannot be seen directly from the original criterion
diagram if this condition is fulfilled. Only if each of a li-
mited number (n) of discrete events is represented by a point
below a new curve satisfying the coadition P.Q = E' = Er f/n,
there is a clearcut conclusion that the situation is accepgable
(ef. the broken line in Fig. 2). If some points fall above and
some below the new curve with no points above the original cur-
ve, the situation may or may not be acceptable and the sum of
the products PiQi has to be calculated.

5, PROBABILITY FUNCTIONS: (1) THE DENSITY FUNCTION

In reality, the number of possible events is not known and,
in fact, it may not be possible to define discrete events,
since the consequence may be a continuous variable (e.g. the
amount of radiocactive substances released, or the area of land
with a radioactive deposition above a specified value). However,
in principle, the events may be grouped in a number of classes
according to their consequence. Then a histogram (Fig. 3) would
indicate the assumed probability density AP/AQ for the class in-
tervals.

This histogram has no relation to the criterion curve and
does not describe events with equal consequence expectation. In-—
stead, for each source for which a safety analysis is made, for
example a nuclear reactor, the histogram is an approximation of
the density function £(Q) of the probability distributiou. Each
column in the histogram is a measure of the probability of acci-
dent per unit consequence interval within the interval indica-—
ted by the column. If also the interval including zero conse-
quence is included, the total area under the histogram is the
probability that there will be either some or no consequence,
Z.e. a probability of one.

At least conceptually, the histogram may be replaced by a
curve representing the continuous density function f£{Q) = dP/dQ,
Fig. 4.

It is merely fortuitous that the curves in Fig. 1 and Fig.
4 have similar shapes. The shape of the criterion curve in Fig.
1 is determined by the decision not to accept the same probabi-
lity for an event with large consequence as for an event with
small consequence and to let the acceptability criterion for
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FIG.3. Event probability by classes of FIG.4. Hlustration of the probabiiity
event (consequence). density function

single events be P.-Q = const = E . The shape of the curve
describing the probability den51Ey function (Fig. 4) is deter-—
mined by the fact that events with large consequences tend to
have lower probabilities than events with small consequences.

These two entirely different reasons for the shape of
each curve are not intercorrelated and the similarity of shape
is just fortuitous. The curves describe entirely different
things. One gives the highest acceptable probability P(Q) for
a single discrete event of consequence Q, the other givas the
assumed density functicn £(Q) = dP/dQ, Z.e. plots a quantity
with a different dimersion. Still, .one can sometimes see one
misused for the other.

We have already indicated that, in the case of so many
possible events that Q may be considered as a continuous vari-
able, it 1s not the expectation of consequence from one event
but from all events that has to be compared with the criterion.

Instead of E = P.Q we therefore have to assess

@
E(QQ =Q = g Q £(Q) dQ < E .,

The estimated density curves of the type shown in Fig. 4
would therefore have to be compared with a new type of crite-
rion curve, with f (Q) as a function of Q and so designed
that ref

@

g (Q QdQ =E__,

ref
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1(Q), 1, 4410
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\\I(Q)/ ~ assessed probability density function f(Q)

.
\\ . with a stipulated criterion function

S N,

Q frer(Q)-

This condition, however, is met by many different func-—
tions f (Q) and does not define one single criterion curve.
Only if wé introduce additional conditions may we define
fref(Q) unambiguously. We might then obtain a criterion curve
which could be used directly in the probability density dia-
gram because it would describe a quantity which also has the
dimension of prot-.bility density over consequence. In compa-
ring f£(Q) (the assessed probability density) with f (Q) (the
stipulated criterion) we would therefore compare ﬂuan ities
with the same dimension, e¢f. Fig. 5. Only if the curves cross
would we need further criteria for decisions.

We have seen that the criterion curve for single events
(or a limited number of discrete events) would be a straight
line in a logarithmic diagram if the criterion is that P-Q
should be less than E (or, in general, with slope -u if
P- Q is used as the crlgerion basis). If we also expect £, Q
to be presented by a straight line in a logarithmic diagrug,
we have to assume that

Q) = 2/Q°

ref

a and b being constant. A further obvious requirement is that

o0

J (Q dqQ =
0

ref

The two requirementsare only compatible if the region of
the straight line is limited to values of Q between Q and Q
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probability distribution,

. . . o .ma
with £ (QxQ ) £ £ (Q ). In practice is set by phy51caf

.. re% Q e o) 3% LT
limits of consequencé. For example, the release of iodine from
a nuclear reactor can never exceed the amount of iodine pre-
sent in the core and in storaged spent fuel, waste and filter
systems. Without these boundaries, the straight line would im-
ply infinite consequence expectation. With the boundaries, the
straight line is possible but arbitrary.

6. PROBARILITY FUNCTIONS: (2) THE DISTRIBUTION FUNCTION

The probability distribution, P(Q) is the integral of the
density function. It is the total probability of events less
than or equal to a specified consequence Q:

Q
P(Q = [ £(Q 4dQ
0

The probability distribution‘may be presented in loga-
rithmic as well as in linear diagrams, c¢f. Figures 6 and 7.

When the interest is focussed on events with low proba-
bilities, the probability distribution is not very illustra-
tive, since P(Q) ~ 1 for the consequences of interest. Instead,
the complement to P(Q), Z.e. T(Q) =1 - P(Q), is often used.

It may be called the "tail distribution'", ¢f. Fig. 8.

The tail distribution is often used in logarithmic dia-
grams to present the probability of accidents with at least
a specified consequence, e.g. in the U.S. Reactor Safety Study
(the Rasmussen report [5]), c¢f. Fig. 9. It has an interesting
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1(Q)=dF/dQ

Q
PlO)= [ t@)dQ
o]

(e8]
T(Q) = 1-P(Q)x= [1{Q)dQ FIG.8. Deriving the tail distribution.

o/ ¢
E%%Z%%ZZZZZZZZZ

Q CONSEQUENCE

property in that its total integral is equal to the mathema-
tical expectation of consequence:

[e ) (o8}
J T dQ= [ [1-P@]dq-=
0 0
[0 0] [e0)
= 6 (1 - P(Ql.Q + é Q-P'(Q) dQ =

@
[ Q f(Q dQ = E(Q)
J

The requirement th-t E(Q) < E (Q) - the choice of
E o£(Q) being essentially a social value judgement - is o@vi-
ously satisfied for any tail distribution with a smaller inte-
gral than that of any criterion tail distribution with an in-
tegral equal to E..¢(Q).

7, THE TAIL DISTRIBUTION AS CRITERION FUNCTION

Criterion curves are sometimes presented in logarithml:z
diagrams in a way that makes it difficult to tell whether they
are intended for comparison with single events (as the curve
in Fig. 2) or with tail distributiomns (as in Fig. 9). This was
not even clear in the early use of the Farmer criterion for re-
leases of iodine-131 (ef. Fig. 10).

If the curve in Fig. 10 is applied to a single, predomi-
nating event, it is the basic criterion curve as in Fig. 2. If,
on the other hand, it is used in the assessment of a source
for which a probability density function can be assumed, it has
to be interpreted as a reference density function as in Fig. 5.
Then, however, the dimension of £(Q) is incorrect. The only rea-
sonable interpretation would be that it is a reference tail
distribution. But in that case there is no obvious reason why
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FIG.9. Example of tlie use of the tail distribution in presenting the results of safety
analyses (from the US Reactor Safety Study [5] asillustrated in Ref. {6):
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FIG.10. The Farmer criterion as tail distribution (diagram reproduccd from Ref. [6]).

the slope should be -1 although the integral should yield
Eref(Q)'

Farmer’s quoted proposal [6] was that an acceptable and
realistic design criterion would be that a single reactor
should not present a higher probability than :07% in a vear
for a release of (we mist assume more than) 106 curies of iod-
ine~131. This assumption, however, merely gives one point of
the tail distribution. The rest of the curve seems to have been
drawn on the assumption that, at each point, the product of the
value of the tail distribution at that point and the release
indicated at the same point is constant. This is an arbitrary
assumption which may have been caused by confusion with the
stipulated property of the design criterion curve for single
events {(Fig. 2).

8. PROBABILITIES AND DECISION CRITERIA

We have already indicated the need of knowing both the
probabilities and the consequences of accidents and have poin-—
ted out that the mathematical expectation of consequence has no
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useful meaning at low probabilities. In practice, therefore, it
may be necessary to look at the varicus part of the tail distri-
bution and to apply reasonable criteria for the acceptance of
consequences of various magnitudes. As shown by Rowe [3] auu
others [e.g.7], the consequence expectation may be the relevant
quantity at high probabilities, while the absolute probability
of the consequence is of less importance when the consequence

is large. We may refuse to accept a very large new type of con-
sequence irrespective of its probability, while we might accept
a large consequence from a new source 1f we are already exposud
to the possibility of that type of consequence from other sour-
ces. In that case it is the increase in the overall probability
of the particular type of consequence which determines our atti-
tude.

We have discussed prebabilities as if we had means to
know the "true'" probabilities. Probabilities are essentially
of three types: the classical probability of games of chance,
the frequency probability and the subjective probability. The
conditien for the classical probability is the existence of
identical entities, ¢.e. the requirement of "'symmetry" which
usually does not exist in practice. The condition for the fre-
quency probability is that the empirical experience that gives
a frequency estimate must be relevant also to the new situa-
tion for which we need a probability estimate. This relevance
requirement is usually not met. For example, a frequency esti-
mate - including experience of zero accidents ~ from one type
of reactor during a given period of time may not be relevant
to other reactors or other periods of time. In most cases, we
have to rely upon subjective probabilities ("educated guesses'),
It is important to realize that this is a legitimate assessment
for the purpose of decisicn-making. These probabilities are cal-
led "subjective" because they will depend upon the experience
and knowledge of those who make the estimate. Since it 1s diffi-
cult to judge if knowledge is complete — which it rarely is -
we must not draw too far-reaching conclusions from such esti-
mates. In particular, they can hardly be complemented by any
measures of accuracy or reliability other than in a subjective
way. It may even be inappropriate to use the term 'probability"
in these cases: we deal with utility functions for decision-
making rather than with truly stochastic quantities. However,
Apostolakis [8] has made the point that the use of subjective
probabilities is perfectly acceptable as long as the person who
makes the asscssment complies with the requirement of coherence.
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DISCUSSION

A.K. BURKART: Dr. Beninson, the frequencies you quoted refer to a
specific combination of release category, weather sequence, wind direction, and
site. The expectation values to be published in Appendix 8 of the German Risk
Study (Deutsche Risikostudie Kernkraftwerke) are calculated by summing over
all possible combinations. A breakdown according to release categories will be
given in order to facilitate analy -is.

D. BENINSON: 1 think it is a good practice to give such a breakdown when
2 consequence expectation is presented, because certain components may carry
most of the uncertainty qualifying the expectation. Comparisons can then validly
be carried out for particular components, and no information is lost as it would
be if only the total consequence expectation were given.

H. HOERTNER: You say that subjective probabilities are used for risk
assessment and that uncertainties for such probabilities have no meaning because
subjective probabilities can scarcely be complemented by any nieasure of accuracy
other than a subjective one. I cannot see this difficulty: just as one can use
subjectively estimated probability values, one can also use subjective uncertainty
bounds.
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You also said that we must not draw excessively far-reaching conclusions
from the probability assessments because these are based on subjective data. The
subjective probabilities used for component failures in the German Risk Study,
for instance, are based on both a comprehensive evaluation of data from the
literature and on information collected over 6 years in a coal-fired power plant.
The probabilities are subjective because the components in nuclear power plants
must not show the same failure rates as the components described in the
literature or the components in conventional power plants. Data evaluations
carried out recently in the reference plant used for the German Risk Study
indicate that practically all components show lower expectation values for the
failure rates and lower uncertainties than had been taken as the basis for risk
assessment. Thus the system failure probabilities calculated in the German Risk
Study would seem to be pessimistic values.

D. BENINSON: The use of subjective probabilities is perfectly valid as
long as they comply with the requirement of coherence. The main problem-is
how to combine statistical evidence (frequency probabilities) with subjective
probabilities. As we understand it, this is usually not done by the techniques
appropriate to subjective probabilities (Bayesian), and therefore the confidence
limits obtained are not confidence limits in the strict sense. The failure pro-
babilities you quote, which are derived from observations in other types of
installation, might be regarded as frequency probabilities representing upper
estimates of the values applying to the reference plant, since your studies have
shown that in this case all components showed values more favourable than
these.

H. HOERTNER: In this context it must be stressed that a risk assessment
does not define the risk of an individual plant Lut estimates the risk presented
by a number of plants of a particular type. Therefore both probabilities and
frequencies do not have only one value wiich may be right or wrong. Unccrtain-
ties in the probabilities and in the frequencies have to take variations between
components and in their operating conditions into account.



